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ABSTRACT

To provide convenience and safety of drivers, the recent vehicles are being equipped with a number of electronic control
units (ECUs). Multiple ECUs construct a network inside a vehicle to share information related to the vehicle’s status; in
addition, the CAN protocol is normally applied. As the modern vehicles provide highly convenient and safe services, it
provides many types of attack surfaces; as a result, it makes them vulnerable to cyber attacks.

The automotive IDS (Intrusion Detection System) is one of the promising techniques for securing vehicles. However, the
existing methods for automotive IDS are able to analyze only periodic messages. If someone attacks on non-periodic
messages, the existing methods are not able to properly detect the intrusion. In this paper, we present a method to detect
intrusions including an attack using non-periodic messages. Moreover, we evaluate our method on the real vehicles, where
we show that our method has 0% of FPR and 0% of FNR under our attack model.
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Fig. 1. CAN Data Frame



AR B 53] =7] (2021, 6) 377

Arbitration ID 99 W 11bit IDE A3} &
2 CAN 2.0B #A]& 29bit IDE AHg-3h}.

3.4 Arbitration

CAN< CSMA/BA (Carrier Sense Multi-
ple Access/Bitwise Arbitration) 7]#e] A&
¥ BREsjj~E BA wkow £ ECUY
Arbitration ID fields wFEe2 CAN Busel|4]
o BA AEE AAY}. F2 Arbitration
ID field& 7H+= wIAA7F o #& $4591E 7
Rk, &, F ECU7F FAlel CAN Busel dlo]g]
=4 AF A $Ae7F =2 CAN wWAX A7) 5
Al g A o7|Al = wAA] AEE st 5
Ae917F =& CAN A A= Afe] FAHet. §
Al 733X 2 ECUw= ths Bus Idel 2defellA
HAA AFE AAE g}

A% Fostel Ade feldo Aol FAA
Hstel Awalilct B 2 AHEA
AR AT B AEA W MEd ) of
g OIAAE FYFOEA AEE Gl Alska

R EUET RN
_T_

IDS 7]l gt o =
Ak, wAIA Y A 7] A AIE 7SR o
A AR F9E @A5= Automotive IDSE
PE ®A1A]8] oMIE HAAE o|§3}o] F9]dh=
Aol AdE FAEA] gt & =elA= 7]
Z Automotive IDSE°| Atz ©A|3}#] F3l=

T4 YL 34 2dE AHogtt w3l FAx
e o|HE WAAE F]iske Wl ulel 27}
2 fFEeg FEITE Type 1 344 PE #HA
7] CAN IDE o]&3le] oJHlE WAAE F7|42
2 Afsle 3AAE gt} dubde g 34
27F AgAE W5 MENFE Adslr] & s &
< F7|2 A WARAE T8k Zle] dubdolrt
Azt dHo] §lo] AslA WARAE 91

]
A% AR oME W AR A5} Sxdo] o] F

sk 2AAE SJelgith Type 1T 249 73
HE PE WAAe] oME

]
£%71% 2 gloje} wef.

V. CAN HAIZ] HE #E

A5l o 71es AAH R Afsr] 913t
of  ofz] 7le] ECUE°] #sxlel| sAl=e] S=t3}
2 9lek. o] gt AApA AR = A vl ellA] ]
EQAE Aol A A AHu Ale] wAA]
F Tk, vIESA 7S $st] dukdo=m
CAN Z2EFo] Ag5 1 9irt. wehy, ECUESS
CAN Z2EZ|A Aolwo] gl= vlo]e] Zysls
o]g3le] CAN wAAE A5k vF- vIES =0
Brosre ALl CAN wAA] ol u}
2, ECU+= CAN HAIAE 714 =& v5714
o7 AFge}, aea G wAA Y] el T
Ao AFE= FAA A=ke] ezl WA E=
oM Er} AE = A vF] wAA7} SR
A5Ee £3d Ju= WAXE AE3} Fig. 2
B U EY=A AFEE CAN

wole AEEE WAL AEALE BT )
oh olE o} AEA] Axle] AA ul, WA A

o A5 galslr] 98l CAN ID 0x7D0E o]%
3l %t (Diagnostic) #1AA7}F A=) ol
g %

15t A A= ixlo] AR oflE7} REAYE o
3

fr &
=
[0¢]
Do
|
D
e
12
oX,
=
>
2 ofy
o)
o
N
[o
N
el
2
ofx
i

A4 Aeke] 44, PE w147
= oWl ES} WA
el owlE wAA7} A=

[}
A% Bsgeh ol A5A Azl 234
]

o
WE A} A5 w) A e e ol
sebsle wels] W, PE AAAS] 45 6

A=)
[e)

ML ofh e ofn



378

Periodic-and-on-Event ®A|x] #4Jo] 7|53k A2k

& A9 A%

(a) Periodic Message (0x44E)
fo fo fo fo fo fo T fo
< < < < rle > ple > >
0 200 400 601 301 1001 1201 1401 Tool >
Time (ms)
{b) On-Event Message (0x7D0)
0 200 400 600 1000 1200 1400 1600 1800
Time (ms)
(c) Periodic-and-On-Event Message (0x52A)
fo fo fo fe /e fo fo fo
< < < >l ple > >
0 199 400 599 739 779 820 1000 1200 1400 1599
Time (ms)

Fig. 2. Three different message transmission types (a) Top: Periodic message,

message, (c) Bottom: PE message
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Fig. 3. PE message transmission types
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Fig. 4. Distribution of time intervals as a
function of CAN IDs
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Algorithm 1 Intrusion Detection for PE Message

1:

2:

16:

Inputs:
ID: Target CAN ID
Jfp: Frequency of periodic message
[ Frequency of event message
Initialize:
linir 4+ first time /D is monitored
event < False
N < Number of event messages

: while message with ID arrives do

14— time —
if event then
[+ time — lemp
if (fp—Ibp <t < [p+ubp)or
(2% fp—1bp <1< 2% fp+ ubp) then

event, tipi < false, time
continue /* Normal periodic message */
else
break /* Attack message */
if fp—1bp <t < fp-+ ubp then
i ¢ time /¥ Normal periodic message */
else
Itemps My 1Einic < linir, 1, ime

while message with ID arrives do

1 ¢ time — Igipi
if [z~ lbg <1< fg -+ ubg then
n, tgipip < n+ 1, time
if n==N then
event < True
break /* Normal event message */
else
break /* Attack message */

Fig. 5. Algorithm for intrusion detection

VIl =t
7.1 MEa

SEI7b Al”bsle 7S Hrkebr] flEke, fEle
AA AEEe] W v ES =z dleleE AE
t}. Fig. 62 715 &l ARE 2=kl 201894
Genesis EQ9007 A}-5-2F W v|ES =l A3}
of dlole] #AE 9% A¥ S HFa i
gl R vEY I FpalEle wAA F
PE WAAIES A=kl ol EE AA A A7}
WA el sglcl. Table 12 A3 Uy U=
=z EAsk= PE wWAA CAN IDe} 5] Uﬂ/‘l
28] F7], AsARe] Aeirt W73 wf A
W E W A2 9] st 1 wiXAE 7 M S E":]
FaL glr}

Ajkel= 7S Hris] $1gk B EEA, §
g]l= FPR (False Positive Rate)® FNR
(False Negative Rate)E w3} o] #]js}e]
H7}el ARE-ghe}

FPRZ FNR< #7ksb7] $lalxd= 7] =AA
o F7] $Iuk o5 lstoiof g} Aol A3
2l F712 ECUCNA F7] AR Aol aA=HA|
v CAN Bus At Arbitration 3%, ECUY9
Process delay 522 ol&| A3 Azl F7]d
2 CAN Busel vehtA] o=t} 2= Fig. 4%
o] AgA R o] F7] wAA 7L AAl F
712] +5ms W9 oW 3= T3 CAN Busel
F7IH R AeEs Fastsich webi 7714 4
v o R-E Elslr] 94|, Fig. 404 BeF4d

Fig. 6. Evaluation setup
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Table 1. A list of PE messages from Genesis
EQ900

PE Message list

Frequency Number Frequency
CAN o
D of periodic of event of event
messages messages messages

Changing unit of temperature (°C -) °F)

0x043 | 1000ms | 3 |  40ms
Changing gears (e.g., P-)R, P-)D)
0x52A | 200ms | 3 |  40ms
Opening and closing front doors
0xp41 | 100ms | 3 |  40ms
Turning on and off head light
0x553 | 200ms | 3 | 40ms

Changing states of parking assist camera
0x55B | 600ms | 3 |  40ms

Table 2. False positive rate on normal event
messages

CAN 1D ’ Oefvgriizlal dethEifons 1?”21)%
(1%56%‘&) 100 0 0.00
S e | o | o
(fgg’ils) 104 0 0.00
S | o |
(*605(0551}3) 139 0 0.00

*0x55B9] 7% t}& CAN ID :j_—ﬂ} ] 3)e] ol e
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Table 3. FPRs and FNRs of intrusion detection
for Type | attack

CAN Attack FPR FNR
1D Frequency (%) (%)
1ms 0.00 0.00

0x043
(1000ms) 10ms 0.00 0.00
50ms 0.00 0.00
1ms 0.00 0.00

0x52A
(200ms) 10ms 0.19 0.00
50ms 0.00 0.00
1ms 0.00 0.00

0x541
(100ms) 10ms 0.00 0.00
50ms 0.00 0.00
1ms 0.00 0.00

0x553
(200ms) 10ms 0.00 0.00
50ms 1.65 0.00
Ims 0.00 0.00

0x55B
(600ms) 10ms 0.00 0.00
50ms 0.00 0.00

Table 4. FPRs and FNRs for of intrusion
detection for Type Il attack
# of
FPR FNR
CAN ID attack (%) (%)
events
0x043
(1000ms) 100 0.00 98.00
0x52A
(200ms) 100 0.00 63.00
0x541
(100ms) 100 0.00 31.67
0x553
(200ms) 100 0.00 68.00
0x55B
(600ms) 100 0.00 83.00
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Fig. 7. CAN ID 0x043 messages data

Table 5. FPRs and FNRs of enhanced intrusion
detection for Type Il attack

# of
CANTD | attack F(glf Fa“?
events v 7
0x043
(1000ms) 100 0.00 0.00
0x52A
(200ms) 100 0.00 0.00
0x541
(100ms) 100 0.00 0.00
0x553
(200ms) 100 0.00 0.00
0x55B
(600ms) 100 0.00 0.00
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Table 6. Comparison of the automotive IDS methods

FPR¥ FNRS o4& 4 gt}
7.5 7|1& Automotive IDS2Q| H|w
Table 62 A9rsl Automotive IDS 7143} $-

e7b AKE 7Pgel wamE ehich (2.4,12)%
F7449) shEdle] Hult Gaska] @A 7] v

A Aol disixt AAE 71Weln]  (3,6,15)S
Voltage AlZel 7]ukslel ECUES A= 7w o]
ng ooy o g AEy PE wAAE #AE 4 9l

F13F F7HARL shede]

o1} Voltage Als ZAS al
=3 —‘i’*?/] } Atsl=
P

ARz B asihe Ao
7% F71A <l k=S
A AR ofz}l PE HAA] ]l ‘H?‘SHHE A=y
Automotive IDS 7]¥ o]t}

[
ik

B =RoA Sl PE HAA #Ale] 713t A
S A=A 71ES Aldssinh. PE wlAA]9] 7
Z7] WAR 7} A3 A7t kAR 7(44_5]1:5/(‘1
Apke] Aeizh WdE el ool g oWlE
WA 27} @A AEEet PE HAIA = 7] HAA
9} oWl E v|A|R] §-3o] 1;<HQ01 FES- PARR KRS |
71E A QA 71€E2 PE AAAE o)
o] AbEAk W LﬂE"Jio}] oA ]x]x]z quK}
AL o]F Az A
IZI—E— o2 27}%] ;a

messages

Methods (4], (12) (2] (3], (6], (15) Our method
Approach Frequency-based | Clock-skew-based Voltage-based Frequency-based and
bp a y g Data payload-based
Additional Not need Not need Need Not need
hardware
Type of detected Periodic Periodic Periodic and Periodic and

Periodic-and-on-Event | Periodic-and-on-Event
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